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BY BRANDON H.  MOSS

In Massachusetts, to “carry” a firearm, 
an individual must possess a license to carry 
or a firearms identification card (FID card), 
which is issued by the appropriate licensing 
authority (e.g., a chief of police or their des-
ignee), unless the individual is exempt.1 In 
order to obtain and hold a Class A or B li-
cense, an individual cannot be automatically 
disqualified under M.G.L. c. 140, § 131 and 
must be a “suitable person.”2

The Second Amendment to the United 
States Constitution provides that “[a] well 
regulated militia, being necessary to the se-
curity of a free state, the right of the peo-
ple to keep and bear arms, shall not be in-
fringed.” In recent years, the United States 
Supreme Court has defined limits to gov-
ernment regulation of firearms vis-à-vis the 
Second Amendment.3

In Heller, the United States Supreme 
Court recognized that “the right of law-
abiding, responsible citizens to use arms in 
defense of hearth and home” was protected 
by the Second Amendment.4 Accordingly, a 
complete ban on handguns inside the home 
and a trigger-lock requirement, which pre-
vented immediate self-defense, violated the 
Second Amendment. Still, Heller recog-
nized that the Second Amendment was “not 
unlimited” and “presumptively lawful regu-
latory measures” were permissible.5

Subsequently, in McDonald, a plural-
ity of the United States Supreme Court held 
that the Second Amendment applied to the 
States, through the Due Process Clause of 
the Fourteenth Amendment.6 McDonald 
recognized that “the right to keep and bear 
arms [is] among those fundamental rights 
necessary to our system of ordered liberty,” 
and included the “right to possess a hand-
gun in the home for the purposes of self-de-
fense.”7 While the McDonald plurality rec-
ognized that the Second Amendment right 
could be reasonably regulated, it concluded 
that local laws that effectively prohibited 
handgun possession by nearly all private 
citizens violated the Second and Fourteenth 
Amendments. 

Recent judicial recognition of the appli-
cability of the Second Amendment creates 
the potential for increased scrutiny of the 
“suitable person” standard. Significantly, 
in Firearms Records Bureau v. Simkin, 466 
Mass. 168 (2013), the Supreme Judicial 
Court held that an individual’s conduct, 
even if ostensibly unusual, did not constitute 
a proper basis for revoking a license to carry 
firearms on the basis of the “suitable per-
son” standard. The holding of Simkin, par-
ticularly in light of recent Second Amend-
ment precedent, creates the possibility of 
judicial limitations on the otherwise broad 
discretion of licensing authorities over li-
censes to carry firearms.

Overview of procedures for 
licenses to carry firearms

Class A and Class B licenses to carry 
firearms allow individuals to acquire, pos-
sess and carry non-large capacity firearms, 
and rifles and shotguns (including large ca-
pacity rifles and shotguns).8 However, un-
like a Class B license, a Class A license also 

allows an individual to hold “large capacity 
firearms” and to possess or carry concealed 
firearms in public.9

In order for an individual to receive and 
hold a Class A or Class B license, the in-
dividual must: (1) be a “suitable person,” 
(2) have a “proper purpose” and (3) not be 
statutorily disqualified.10 Currently, there 
is no statutory or regulatory definition of a 
“suitable person” — the parameters of the 
standard have been judicially created.

The “suitable person” standard is con-
sistent with the judicial recognition that fire-
arms control legislation serves the objective 
of restricting “access to deadly weapons by 
irresponsible persons.”11 Accordingly, the 
“suitable person” standard is considered on 
a case-by-case basis by the licensing au-
thority. For example, in Gemme v. Smith, 
No. WOCV201100977D, 30 Mass. L. Rptr. 
439, 2012 WL 6616936 (Mass. Super. Nov. 
13, 2012), a revocation of a license to carry 
firearms was upheld because of the license 
holder’s involvement in a domestic alterca-
tion and his lack of cooperation when the 
police responded to the incident.

In determining that an individual is not 
a “suitable person,” the licensing authority 
has “broad discretion” and “considerable 
latitude.”12 However, the licensing author-
ity must issue his or her decision in writing, 
along with the supporting reason(s).13

The decision of the licensing authority 
is subject to judicial review in state District 
Court.14 To overturn the denial, suspension 
or revocation of a license to carry firearms, 
a plaintiff must demonstrate that “no rea-
sonable ground” existed for the decision by 
the licensing authority and that the decision 
was “arbitrary, capricious, or an abuse of 
discretion.”15 Further appeal is to the Supe-
rior Court via a petition for certiorari under 
M.G.L. c. 249, § 4.

Simkin and its potential for 
narrowing discretion

Simkin may reflect a retreat from the 
broad discretion conferred upon a licens-
ing authority, as the plaintiff’s license to 
carry firearms in that case was improperly 
revoked on the basis of the “suitable per-
son” standard. In Simkin, Jay E. Simkin, 
the plaintiff, a nonresident and federally li-
censed firearms dealer, held an unrestricted 
license to carry firearms in Massachusetts. 
In his license application, Simkin repre-
sented that he traveled in Massachusetts for 
business reasons, with firearms, ammuni-
tion and cash, and that he needed to conceal 
firearms for self-defense purposes.

Simkin’s license to carry was revoked as 
a result of his visit to a medical appointment 
and subsequent events. Simkin informed 
staff at the medical office that he was armed, 

as he brought with him firearms, ammuni-
tion, and knives. The employees at the med-
ical office were “alarmed” and “concerned 
for their safety.”16 During a subsequent 
investigation, the local police learned that 
Simkin provided the medical office with a 
pseudonym and an address in Maryland to 
cover up his identity, even though he actu-
ally resided in New Hampshire, and he paid 
in cash, which seemed unusual.

Simkin’s license to carry firearms 
was revoked because: (1) he was “heavily 
armed” at the medical office, (2) “fear and 
alarm” resulted from his visit to the medical 
office and (3) he provided a pseudonym to 
the medical office, paid $1,500 in cash for 
medical services and did not provide other 
information about his identity. The Massa-
chusetts Firearms Records Bureau essen-
tially used a totality of the circumstances 
approach to determining that Simkin was 
not a “suitable person.”

While recognizing that the phrase “suit-
able person” was undefined, the Supreme 
Judicial Court acknowledged that a person 
may not satisfy this licensing requirement 
under certain circumstances, including acts 
that do not violate the statutory disqualifiers 
for holding a license to carry firearms and 
non-criminal conduct. However, the “suit-
able person” standard was not unlimited, 
and the Supreme Judicial Court held that 
Simkin’s conduct did not render him unsuit-
able to hold a license to carry firearms. 

The Supreme Judicial Court character-
ized Simkin’s conduct as “innocuous,” even 
if “arguably unusual,” and based on the cir-
cumstances no “reasonable ground” prohib-
ited him from being a “suitable person” for 
the license to carry firearms.17 The Supreme 
Judicial Court placed particular emphasis 
on the absence of any state regulations con-
cerning suitability, leaving applicants and li-
cense holders without any guidance on how 
to be a “suitable person.” For example, there 
were no regulations prohibiting the use of 
a pseudonym in connection with carrying 
concealed firearms, which was the precise 
conduct Simkin engaged in when he visited 
the medical office. Without some regula-
tory parameters or other official guidance, 
the Supreme Judicial Court cautioned that 
licensing decisions could be more exposed 
to challenges as arbitrary and capricious.

On the facts, the conduct involved did 
not render Simkin “unsuitable.” The Su-
preme Judicial Court declined to credit the 
observations and reactions of the medical 
office staff, essentially faulting the medi-
cal office staff, rather than Simkin, for be-
ing “alarmed” upon learning about his con-
cealed weapons, and it instead recognized 
that Simkin did not violate the terms of his 
unrestricted license to carry firearms “for all 
lawful purposes.”18 Moreover, Simkin was 
upfront with the medical office staff about 
his concealed weapons, cooperated with the 
law enforcement authorities and did not at-
tempt to participate in a crime or carry out 
a fraud.

Simkin serves as a warning that, espe-
cially in combination with evolving Second 
Amendment jurisprudence, the discretion of 
licensing authorities may ultimately have 
limits, particularly in the absence of a statu-
tory or regulatory definition of what consti-
tutes a “suitable person.” Because suitability 

is not confined to solely criminal conduct or 
the six categories of statutory disqualifiers, 
it instead remains susceptible to individual-
ized interpretation on a case-specific basis. 
By that same token, Simkin creates an in-
creased risk for individual licensing deci-
sions to be challenged as arbitrary, capri-
cious, or an abuse of discretion. 

Simkin underscores the need for licens-
ing authorities to more fully evaluate and 
consider the grounds for each individual 
licensing decision. The focus may need to 
be based on objectivity, rather than subjec-
tivity, invoking consideration of whether an 
underlying incident renders an individual an 
improper person to hold a license to carry 
firearms, and including evaluation of the 
scope of the license itself and its use restric-
tions. 

‘Suitability’ remains intact
Simkin did not invalidate the “suitable 

person” standard. To the contrary, Mas-
sachusetts courts considering the “suitable 
person” standard in the aftermath of Heller 
and McDonald have recognized that this 
standard passes constitutional muster.

Indeed, the United States Court of Ap-
peals for the First Circuit upheld the consti-
tutionality of the “suitable person” standard 
in Hightower v. City of Boston, 693 F.3d 61 
(1st Cir. 2012), both on a facial basis and as 
applied to the revocation of the Hightower 
plaintiff’s license to carry firearms. Hight-
ower specifically held that the “suitable per-
son” standard was not subjective, nor did it 
bestow overbroad discretion on the licens-
ing authority.

Hightower involved circumstances 
where false information on the license ap-
plication, rather than to a third party, con-
stituted a reasonable basis for holding that 
an applicant or license holder is unsuitable. 
The First Circuit acknowledged that the re-
vocation was not a general determination 
in Hightower, and instead related to the 
grounds for which the firearms license was 
sought. 

Moreover, in Ferrill v. Chief of Police of 
Sandwich, 83 Mass. App. Ct. 1114 (Feb. 19, 
2013), a Rule 1:28 decision, the Massachu-
setts Appeals Court, in dicta, rejected the 
plaintiff’s challenge to the constitutionality 
of the “suitable person” standard. In Ferrill, 
the Massachusetts Appeals Court upheld 
the denial of a firearms license to a plaintiff 
with a criminal record, who failed to dis-
close prior court appearances, was associ-
ated with a known felon and who provided 
a pseudonym during a police investigation. 
Ferrill demonstrates the continued validity 
of criminal conduct as a consideration for 
suitability.

Similarly, in Michaud v. Chief of Police 
of Kingston, 85 Mass. App. Ct. 1111 (Apr. 
3, 2014), also a Rule 1:28 decision, the 
Massachusetts Appeals Court rejected the 
plaintiff’s argument that the revocation of 
his firearms license contravened the limits 
on reasonable regulation under the Second 
Amendment and its focus on self-defense 
in the home. The license revocation in Mi-
chaud was upheld because the plaintiff 
overreacted to employees of a repossession 
company who approached his property, by 
discharging his firearm in their 
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Family law practice in the electronic age
What every client should know 

BY KATHeRiNe MCCARTHY

There is no question that communica-
tion has become more convenient and ac-
cessible due to advancements in technol-
ogy. Computers, mobile devices and other 
types of electronics play a significant role 
in much of our daily lives. But the every-
day use of such modern technology has 
resulted in many complex and novel legal 
issues. This article will highlight the par-
ticular issues the use of electronics presents 
in family law cases, and what every client 
should know at the outset of litigation. 

electronic evidence
Technology has changed the face of tra-

ditional evidence. Common types of elec-
tronic evidence attorneys routinely come 
across in their practice include information 
obtained from social media sites (Face-
book, Twitter, MySpace, LinkedIn, You-
Tube), Global Positioning System (GPS) 
tracking, text messaging, email, blogging, 
files stored on a computer and websites.

These types of electronic evidence are 
increasingly being introduced into family 
law cases. For example, in the context of a 
highly contested divorce case, a family law 
attorney is aware that a wealth of relevant 
information may be gleaned from the op-
posing party’s public Facebook or other 
social media page. Too often, clients do not 
realize the implications of posting com-
ments and pictures on social media sites. A 
client could easily damage his or her cred-
ibility before the court by posting question-
able content on social media.

In a divorce case, custody is often an is-
sue that is front and center. If, for example, 
a client appears in pictures or making com-
ments on Facebook which suggests over 
indulgence in alcohol or other substances 
during his or her parenting time with the 
parties’ child, this could negatively impact 
the client’s request for custody. More gen-
erally, it is important to recognize that any-
thing published on a social networking site 
can resurface in litigation, and can have 
a negative impact on the parent/spouse’s 
credibility before the court.

Deleting a particular comment, mes-
sage or picture from a social media site may 
not be enough. It is, perhaps, not surprising 
that technology exists that can resurrect in-
formation a person mistakenly believed had 
been successfully deleted from a website or 

computer’s hard drive. Similarly, changing 
one’s Facebook security settings to private 
is not enough, because the user’s informa-
tion could show up on the Facebook pages 
of those on their “Friend” list who have not 
made their pages private. Social media ac-
count records can also be subpoenaed for 
use in a court proceeding.

Additionally, clients should be aware 
that posting derogatory or negative com-
ments about their spouse on a social media 
site could have legal consequences. Such 
comments could result in an unnecessary 
defamation lawsuit, or, depending on the 
severity of the circumstances, a lawsuit for 
harassment or infliction of emotional dis-
tress.

The point here is that individuals in-
volved in family law disputes must be ex-
tremely careful before publishing anything 
on social media. As a best practice, clients 
should refrain altogether from publishing 
any information about their pending case, 
about their spouse or anything else which 
could negatively affect the client’s credibil-
ity before the court. If a client has already 
posted such information, they should take 
the material down immediately so as to 
mitigate any potential repercussions which 
may follow. 

Privacy concerns
Another increasingly common issue in 

family law cases concerns one spouse sur-
reptitiously monitoring or spying on the 
other spouse. Emotions can run extremely 
high during a divorce, and some clients 
have an inclination to “spy” on their spouse 
whom they suspect is behaving poorly, per-
haps believing that discovered information 
may give the spying spouse an upper hand 
in a divorce. However, these clients fail to 
recognize that their actions are often times 
in violation of the law and could make 
them susceptible to serious ramifications. 
It is true that privacy and wiretapping laws 

tend to vary from situation to situation. 
Even so, all too often clients incorrectly 
assume that because they are married, it 
is okay to log on to their spouse’s social 
media and email accounts or look at their 
spouse’s cell phone content. It is important 
that clients understand what types of ac-
tions are potentially illegal.

In the electronic age, spying has be-
come much more sophisticated. An increas-
ing number of people are utilizing spyware 
technology to monitor their spouse’s online 
activity. Spyware is software which may be 
uploaded onto a computer, enabling a user 
to monitor and track the web activity of a 
specific person. Spyware software is read-
ily available at retail stores and online for a 
modest cost. Once uploaded, the software 
is often difficult for the novice computer 
user to detect.

What many clients do not know is that 
Massachusetts has adopted several protec-
tive privacy and wiretap laws which carry 
both civil and criminal penalties for vio-
lations. Uploading spyware software to a 
spouse’s computer, even if the client shares 
the computer with his or her spouse and/or 
purchased the computer, could run afoul of 
these laws. It is imperative that clients real-
ize that, just because he or she can purchase 
spyware online or at a retail store, that does 
not necessarily mean that the software may 
be legally used to monitor a spouse’s web 
or cell phone activity. Illegally obtained 
evidence not only raises ethical consider-
ations for the spying spouse’s attorney, but 
such evidence will likely be kept out of a 
court proceeding by a judge, rendering it 
useless.

Clients also too often have the miscon-
ceived notion that it is permissible to se-
cretly hack into their spouse’s email, cell 
phone and social media accounts, and are 
surprised to hear that what they are doing 
could be illegal. A typical scenario a fam-
ily law attorney may encounter involves a 
client who feels strongly that because he 
or she is still married, he or she is free to 
monitor the other spouse’s communica-
tions. Similarly, because two spouses share 
a computer, one spouse may feel justified 
in monitoring the other spouse’s Internet 
activity. 

However, it is illegal under both Massa-
chusetts and federal law to gain unauthor-
ized access to a computer system. Clients 
should be aware that logging onto their 
spouse’s online accounts and viewing his 

or her emails or messages without permis-
sion could subject the spying spouse to 
criminal penalties. This is especially true 
if the spied-on spouse maintains exclusive 
control over the device or the account is 
password protected. Further, as a general 
rule, secretly videotaping or voice record-
ing another person, even a household mem-
ber, is illegal.

The current state of the law regard-
ing unauthorized access to a spouse’s cell 
phone is less clear. Courts have recognized 
a diminished expectation of privacy be-
tween spouses, which means that what may 
be deemed an offensive invasion of privacy 
between non-married persons may not be 
recognized as such between spouses. But it 
is important to caution clients that the trend 
of the Massachusetts courts has been to 
protect the privacy of individuals, includ-
ing individuals within a marriage. Hence, 
just because a client guesses or secretly 
learns the password to the other spouse’s 
cell phone does not mean that it is permis-
sible to view its contents. Additionally, 
cell phones, particularly smart phones, are 
similar to computer systems. Courts could 
interpret the unauthorized access of a cell 
phone as falling within the purview of the 
law prohibiting the unauthorized access to 
a computer system, resulting in possible 
criminal liability.

Very often information obtained by a 
spying spouse involves another spouse’s 
extramarital affair. However, proof of adul-
tery in and of itself does not hold much 
weight in a contemporary divorce action 
in Massachusetts. Hence, the risks simply 
outweigh the benefits in most cases. 

What every client should 
know

Family law cases are emotionally-
charged proceedings. Very rational clients 
may display seemingly irrational behavior 
in the midst of a highly contested divorce. 
That is why it is so important for every di-
vorce client to have clear guidance from the 
outset on his or her use of electronics. In 
sum, information about a pending divorce 
should not appear on a client’s social media 
accounts. Clients should also avoid posting 
anything which may be harmful to their 
case. And no matter how tempting it may 
be to secretly monitor a spouse’s email and 
social media accounts and cell phone con-
tents, clients should completely 
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proximity and instilling fear in 
them. The repossession company 
employees had not attempted to 
enter the license holder’s resi-
dence, nor did they threaten the 
license holder or his family with 
bodily harm, notwithstanding the 
license holder’s reaction.

Significantly, in Michaud, the 
Massachusetts Appeals Court rec-
ognized that neither self-defense 
nor any other justification existed 
for the plaintiff’s conduct. Mi-
chaud suggests that the Second 
Amendment considerations for 

protecting the “hearth and home” 
— a “core right” — may be ap-
propriate for the “suitable person” 
analysis and whether an incident 
renders an individual unsuitable. 
Thus, in examining whether any 
incident is relevant to the suitabil-
ity analysis, a licensing authority, 
and a reviewing court, may con-
sider that incident in light of the 
protections of the Second Amend-
ment.

Second Amendment jurispru-
dence will likely contribute to de-
fining the limits on licensing deci-

sions under the “suitable person” 
standard, such as the relevance of 
activities outside the home. The 
consequence is a potential for 
judicial reassessment of the suit-
ability standard, on a case-by-case 
basis, and a more focused and 
involved analysis on the conduct 
used to determine whether an in-
dividual is unsuitable.
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